Internet Activation Issues

Atlas requires access to the Internet in order to activate the license keys.

In most cases activation is easily performed since either the customer’s organization has direct access to the
internet or their proxy/firewall accepts any connection to port 80 addresses by default.

However, in some cases, due to the organization's security policies, activation can fail because of a lack of
connectivity to the port addresses.

This can result in an error message at activation:

' ™
Atlas Client (4.0.3058) —]

“W5 Failed to connect to Atlas Licensing Server. An internet connection is
¥ required for activating Atlas and please ensure that your firewall is
enabled for port 80.

Resolution

In order to resolve this issue, the two addresses need to be enabled on port 80:
crl.comodoca.com — A certification authority in charge of encrypting the connection
Il Test the connection is open with the following CMD command : telnet crl.comodoca.com 80

http://203.161.118.73:80/LicensingServiceLibrary - Our actual licensing server

I Test the connection is open with the following CMD command : telnet 203.161.118.73 80

If the issue is not solved by the above, please follow the instructions as per the image below:


http://203.161.118.73/LicensingServiceLibrary

« lorvcn
Toa Actom  Vew g
@ s B reumn

s [T |

Aty L8009 Lioaciog Sarves  Mamwe Darpton St

Sarviee L At Tretater Radet Prove U

e e renive < Adagane Bagperant Monton 5.

Bten e servkce 3 Adobe Zoroban Updete Sevioce Adohedere.. Satnd
% deres BT Fibars Service Arant
4 g e Lnperance Prernes s

Owncngen

ot Somns - Atiss L0009 4 Appheunan Sty Ovtermuons

Luamng Sonver Sarvee B b aasial. I Fochtmmt.  Suamnd
L ASphcamon Layw Gatemay Sansce Provioes be.  Ranmd
 Apphamon Mansgerant Procemen
L AS T e Servace Provides e

o Ay 40207 200000 ATLASME Sarvce  Globe Softm. Sated
\.uu.unnumnw'luhw- Gt Sha.  Tomed

L At €0 10T L ey Sty Sarvee Gt St Samed

O Bachgpound beuligent Tumdes Sonice  Tindton i Sannd

L Bt Fltmng Engese Theluss i Samed

4 BeDetonder Dusitop Updme Sarvice [

o BeDetenser Theame Sconner

< Ba0tender Uptate Sarver o0

« Baletander Vrun et Toted

B b Dot [yt Sarve s BOEIVC

4 Bk Lol Bk Fagene Sanvicn The WHING...

Aeried { s |

Experience has also shown that sometimes, due to of un-updated servers (again due to security policies) the encryption
certificate which need to be imported into the Trusted Root Certificates list fails to be imported, hence breaking the link with
Globe Software servers and denying the activation process. Usually this case only appears on Server OS (Win 2k8, Win 2k3), if
you will try and put the Licensing Server component on a Client OS (Win7, Vista, XP) you will find that the activation will work.

You can determine if this is the case by opening the Event Viewer for Globe Software and verifying if any certificate related
problems exist immediately after activation has failed.
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Usually in this kind of cases our support is limited as this is an environment specific problem and the local IT administrator has
to action the necessary updates/fixes.

The link below contains a Trusted Root update from Microsoft and can be helpful. However we strongly advise the windows
updates are done - at least the ones related to certificates :

http://www.microsoft.com/download/en/details.aspx?id=26609

These are the most common activation issues we are encountering. If your case is not solved by the information in this
document please contact helpdesk@globesoftware.com.au for further advice.



http://www.microsoft.com/download/en/details.aspx?id=26609
mailto:helpdesk@globesoftware.com.au

Amendment: Recent support issues have shown us that this error could be caused by a misconfiguration in the local proxy
client of the Windows Server OS ( the proxycfg command )

Example 1:

A nasty proxy server was enabled on the license server (disabled on the TS server but with no interest). The utility
that you pointed out really helped me to lead to the solution. Shortly | used these commands :

NetSH WIinHTTP Set Proxy proxy-server=""
Then registered one of the licenses ( attempted Atlas Activation, successful )
Then restored the proxy server with

NetSH WIinHTTP Set Proxy proxy-server="your proxy server:your proxy port" bypass-list=

Example 2:

New change to Atlas, found a problem downloading Windows Update this week on the servers. Fixed that, the
proxycfg on the whole network had got corrupted. Retried Atlas activation on the server (client’s local server) and
it activated.

Links:

http://msdn.microsoft.com/en-us/library/windows/desktop/aa384088(v=vs.85).aspx

http://msdn.microsoft.com/en-us/library/windows/desktop/aa384069(v=vs.85).aspx

SPECIAL NEW SETTINGS REGARDING TO ACTIVATION ON ATLAS 5

New settings available in Atlas 5 Licensing Server

giobe atlas @ |

(@ Athes Server Licensing (5.03221)

License Pool [ Concurrent License: i Logs. |
Ovineusers | Aluses | Cosbguaticn |
Servername Port Web Service
focathost | 9006 |
locahest__|9007|
|
‘/ OPTION 1
Enable chient-side authenticaticn.
Disable security. (NOT recommended)
k‘gs«mm 9005
OPTION 2/ swe
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New options explained

RESOLUTION

Option 1: Enable client-side authentication. Enable this option if the client is getting the following error:
System.ServiceModel.Security.MessageSecurityException: The HTTP request was forbidden with client authentication scheme
'‘Anonymous’. ---> System.Net.WebException: The remote server returned an error: (403) Forbidden

Option 2: Disable security. Enable this option if the client has problems getting to Comodo (Globe Software's certificate
provider). Disabling security would mean that the channel would not be secured using a SSL certificate (no security on the
communication channel between the client and Globe Software).

Below are the IP addresses and port numbers that need to be allowed on the client's firewall depending on the options
chosen:

1) Option 1 NOT SELECTED, Option 2 NOT SELECTED (default/recommended setting) - http://203.161.118.73:80

2) Option 1 SELECTED, Option 2 NOT SELECTED - http://203.161.118.73:81

3) Option 1 NOT SELECTED, Option 2 SELECTED - http://203.161.118.74:80

4) Option 1 SELECTED, Option 2 SELECTED - http://203.161.118.74:81

By following the steps in this document, you should be able to activate Atlas in every situation presented.

Post your question to the Atlas Forums or follow our social pages for regular updates.
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